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  The	Purpose	of	This	Guide1.0
The Purpose of This Guide
The Video Security Industry is growing and ever-changing, offering a wealth of 

opportunity for today’s security professionals. Greater responsibility is being placed on 

IT professionals to design, integrate, and administer their video security components 

without compromising network integrity or performance. Today’s converging network 

technologies require increased bandwidth, Quality of Service for prioritized traffic, and 

the transmission of all IP-based technologies over a common network. 

Before setting up your own system, certain factors should be considered: 

• Features
• Performance
• Scalability
• Flexibility
• Cost
• Future Expansion

 

The information in this guide will help you achieve a network-based video security 

approach that is right for your system needs.
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About Pelco
Pelco is a world leader in the design, development and manufacturing of video and 

security systems and equipment ideal for any industry. With a long and prestigious history 

of offering high-quality products and exceptional customer service, Pelco has become the 

most sought-after product supplier in the security industry. Operating from the industry’s 

largest manufacturing complex, Pelco produces the most respected offering of discreet 

camera domes, high speed camera positioning systems, and enclosures, megapixel 

cameras, video matrix systems, next-generation digital video recorders, IP solutions, fiber 

optic transmission systems for video/data – and much more.

Respected as a major product innovator, Pelco also manufactures a large number of 

specialized security components, including explosion-proof and pressurized camera 

enclosures, high-security housings, and thermal imaging pan-tilt-zoom positioning 

systems. Pelco produces the industry-acclaimed Spectra, Camclosure, Endura, Sarix,  

and Digital Sentry product lines.

In addition, Pelco demonstrates its commitment to being an Open Source Systems 

Provider with successful integrations and partnerships in such areas as Electronic Access 

Control, Video Analytics, Central Station Alarm and Video Monitoring, Cellular Phone-

Video Monitoring, Command and Control, Mobile Digital Video Recording, Point of Sale 

and Loss Prevention Systems. Pelco constantly strives to maintain its position as the most 

reliable manufacturer in the security industry. And to that end, the company offers an 

impressive array of customer service programs, including Guaranteed Ship Dates and 

24-Hour Technical Assistance to name a few. Above all else, Pelco attributes its continued 

success and growth to the company’s ability to provide courteous, on-time service and 

dependable products. 

From its impressive manufacturing facility located in Central California and through a 

responsive global network of professional sales representatives, Pelco continues to offer 

new technologies, products, and services that constantly confirm the company’s position 

as the premier security systems and equipment manufacturer and strongest end-to-end 

player in the security market.



With ever-more-powerful networks, growing bandwidth capabilities and advances in 

video compression algorithms, delivering professional-level security solutions over IT 

infrastructures is a reality like never before.

And Pelco is leading the way.

Leading the way with cutting-edge technologies and products. Leading the way with an 

unparalleled understanding of the challenges of video over IP. And leading the way with 

more than twenty years dedicated to delivering solutions specifically designed to meet the 

needs of security professionals.

Why Video Over IP
The ability to view high-quality, full-frame-rate video via IP opens a world of opportunities 

for today’s security professionals. In addition to the convenience of leveraging existing 

network infrastructures, video over IP can provide greater control, enhanced operational 

flexibility, improved administration, and expanded recording, archiving, and integration 

capabilities over traditional analog video security systems.

With greater responsibility being placed on IT professionals to provide a platform for the 

deployment of video security on a company’s network, it is imperative that solutions and 

technologies are available that provide the high level of security demanded without adversely 

impacting the network itself.

It is also imperative that network video security systems allow IT administrators to deploy, 

manage, and maintain their video security components at the same level and detail expected 

from advanced network appliances without compromising network integrity. By employing 

advanced open source network protocols, security measures, and bandwidth management 

tools, Pelco IP video security products are designed to be the building blocks of reliable 

advanced network video security systems.
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Pelco Knows Security
For more than twenty years, Pelco has been dedicated to designing, developing and bringing 

to market tailored solutions for video security professionals. We understand security, its 

challenges and its opportunities as no one else can. We understand it because it is who we 

are. Pelco is security. From our earliest pan-and-tilt mechanisms to today’s industry leading 

Spectra IV IP network camera positioning systems, Pelco consistently listens to our customers 

to develop those products that address their needs. It has been our core philosophy for more 

than twenty years and it will continue to drive us for the next twenty and beyond.

It is specifically because of such an approach that Pelco consistently delivers solutions that 

are thoroughly developed, tested and ready for immediate deployment. The results speak 

for themselves. Trusted to safeguard installations around the world – from commercial, 

industrial, financial and other institutions to our nation’s – and the world’s – most treasured 

landmarks – Pelco is uniquely positioned and dedicated to delivering the results you demand.

Pelco Knows Security Over IP
Because of our understanding of the ever-evolving demands placed on security installations, 

Pelco is uniquely positioned to deliver cutting-edge network-based solutions and 

technologies. From high-resolution image quality and full frame-rate video to a clear 

understanding of bandwidth constraints, storage requirements and more, Pelco continues to 

broaden the market’s understanding of what security – and IP-based security – can mean to 

your unique application.

A Simple Question
While many applications are demanding the flexibility and performance of network-based 

technologies, at the end of the day you need to be able to answer a rather straightforward 

question: Has the system you invested in, whether a single network camera or a complete 

end-to-end solution, enhanced your security?

To answer this question several factors must be taken into consideration when designing and 

deploying a network-based video security system. More than an IP camera manufacturer, 

Pelco is a trusted security company that designs and develops complete, end-to-end network-

based, hybrid, and analog video security systems. And because of this philosophy, Pelco has 

carefully designed and developed our products with security in mind. 

Leading the way with cutting-edge technologies and products. Leading the way with an unparalleled 

understanding of the challenges of video over IP. And leading the way with more than twenty years 

dedicated to delivering solutions specifically designed to meet the needs of security professionals.
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Your Partner Every Step Of The Way
Pelco understands that your security is much more than a network camera. And we know 

that there is a lot of information to digest. That is why for more than ten years, Pelco has  

dedicated itself to helping educate the industry that it serves through the Pelco  

Global Training Institute.

On a daily basis, PGTI hosts IT integrators, administrators, dealers, end users and others 

for free training in video security at Pelco headquarters. From product and technology 

overview to in-depth network security and certification classes, PGTI is a unique asset only 

Pelco can offer to help you succeed in the deployment of video security systems. Combined 

with online e-learning courses, global field trainers and more, PGTI is an essential resource 

for anyone who wants to learn about and better understand the unique demands of 

network-based video security.

Only one company can offer you this unmatched combination of technologies, products and 

solutions. Only one company can deliver the camera technology you demand, the complete 

suite of network systems you need and the expertise, experience, service and support you 

should expect. Only one company. Only Pelco.

3.2 Benefits	of	Video	Over	Network



The video security industry has been in the process of transitioning from a mechanical, 

analog system of video recorded on VCR (Video Cassette Recorder) tapes to a dynamic, 

digitized system of video stored on a network. The first stage of this evolution was the 

replacement of the VCR by the DVR (Digital Video Recorder). The cameras were still  

analog but the storage device was digital.

DVR/NVR
The DVR introduced video stored to hard disk rather than individual VCR tapes or magnetic 

tape libraries. This reduced the footprint of the video storage system in many large 

corporations that were using tape libraries or carousels. With the DVR came many benefits of 

digitized data to the security industry such as better video compression algorithms, increased 

video quality, dynamic video searching, increased storage capacity resulting in longer 

retention of video, concurrent real-time viewing and playback capability, decentralized 

viewing from anywhere on the network, and best of all, no one had to change the VCR 

tapes. A Network Video Recorder or NVR is an internet protocol based device that sits on 

your network. With the ability to record IP and analog cameras, DVRs and NVRs (Network 

Video Recorders) offer freedom of choice in security networks design and configuration, 

while protecting the investments made in current infrastructure. Based on open source 

architecture, Pelco IP-based DVRs and NVRs are enabled to record, manage, and configure 

multiple live-streams simultaneously.

Disk Systems
The key factor in any video security system is reliability. Disk technology has evolved over 

the past decade and become very stable. VCR tapes could store a limited amount of video, 

although the quality would degrade over time. DVR and NVR system hard drives can reliably 

store days of video as opposed to hours (For VCRs) depending on the video resolution 

and compression algorithm. A DVR or NVR with an attached RAID (Redundant Array of 

Independent Disks) increases storage capacity by combining multiple hard drives in a single 

chassis resulting in a mass storage system.

RAID
Security systems start with recording video and end with playback. If the storage in a 

video security system fails, the entire system fails. This is why the security industry has 

implemented RAID as a standard component in the security system. RAID systems have 

features that can include dynamic hot swappable drives, scan/recovery capabilities,  

hot spare drives in the chassis, and redundancy.
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The video security industry has been in the process of transitioning from a mechanical, analog system of 

video recorded on VCR (Video Cartridge Recorder) tapes to a dynamic, digitized system of video stored on a 

network. The first stage of this evolution was the replacement of the VCR by the DVR (Digital Video Recorder).

Real-Time Storage and Archive
Storage systems comprise of more than just the hard drives. NAS (Network Attached 

Storage) uses the flexibility of the network to make high capacity storage available 

directly from the network. An alternative technology of SAN (Storage Area Networks) 

attaches high capacity storage to its own dedicated high speed network, access to which 

is gained through a server. The impact of the additional parts of the storage system must 

be considered when assessing their suitability for video security storage. These storage 

systems have evolved as a result of the needs of data applications. The needs of a video 

security storage system are somewhat different. 

In a typical data system access to the storage is sporadic and consists of typically 50% 

write access and 50% read access with total utilization being perhaps less than 50%. In 

a video system the volumes of data are significantly higher and the read/write cycles are 

very different with often 100% write and very sporadic read. However when read access is 

required it often needs very rapid access to significant amounts of data without excessive 

search times which will disrupt the displayed video. In addition security systems often need 

access to data almost as soon as it was written. Some RAID technologies help significantly in 

improving read/write access times as well as enhancing reliability, but applying this through 

NAS or SAN connections can cause limitations in throughput and search times that cannot 

sustain video security systems.

In reality DVRs and NVRs are primarily very specialized storage systems that can record 

and replay the vast amounts of data within the very critical constraints of a real-time 

security system.

There are clear financial and management benefits in having a large storage farm used 

for many applications – parallels to the benefits of sharing the network between many 

applications. However this must be assessed against the over-riding criteria of a new security 

system – does it enhance your security? There are three ways of sharing storage farms while 

still maintaining appropriate performance from the security system.

1. Limiting the use of any shared NAS/SAN to fit within the  security performance criteria,  

 and giving priority to video. This approach may remove any financial benefit from using  

 a shared resource.

2. Using a dedicated NAS/SAN that performs within the required criteria.

3. Using dedicated storage within the DVR/NVR for a limited period – perhaps 5 days – and  

 then archiving older video to a NAS/SAN.
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This last option gives the benefits of high speed and reliable access to recent video while 

taking advantage of the cost savings by using a storage farm for the video that is not needed 

for instant access.

NAS
The issues surrounding video storage technologies and storage capacity are the fragility of 

the drive system. Hard drives are very susceptible to environmental influence. Heat, dust, 

and vibration are all factors that can cause a hard drive to fail.

 

NAS (Network Attached Storage) and SAN (Storage Area Network) technologies can address 

some of these issues but at a much higher cost. NAS is a specialized storage device (or 

group of devices) that attach to the network and provide fault tolerant, centralized network 

storage, which is easily expandable without reconfiguring the existing storage. The primary 

difference between a NAS and RAID storage system is that NAS interfaces directly with the 

network while RAID storage requires a device/server to which it is attached. This device/

server attaches directly to the network. NAS has only one function, to store and retrieve data, 

and is faster because it has reduced latency due in part to the direct network connection. The 

network clients request data stored on a NAS device through their network file server.

SAN
SAN networks are very expensive but if your industry has high compliance requirements, this 

may be the best system to implement. Banks, hospitals, resorts, government agencies and 

large enterprise networks use Storage Area Networks to protect the integrity and availability 

of their data. SAN networks are based on a fiber channel architecture that is extremely fast, 

operating at transmission speeds of 1Gbps or higher. All components in a SAN are fully fault-

tolerant, guaranteeing the availability of the data even if a component of the SAN fails.

As with any well-designed distributed network, any SAN device has a communication 

path to all other devices on the network similar to a mesh topology. That is the greatest 

benefit of an IP-based, converged network. All IP-based traffic utilizes the same physical 

network infrastructure, leveraging the cost of cable plant, network storage, and IT staff. 

Digital solutions cost more initially and require a much higher level of expertise to design, 

implement, and maintain the integrity of the network.

The return on investment is the flexibility, scalability, security, and fault-tolerance of the 

design. If surveillance history is a requirement of your industry, then an IP network solution 

is the most cost effective solution over time.
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Quality of Service
Quality of Service (QoS) provides a software-based ability to guarantee the required 

level of network resources for priority or real-time traffic. QoS is a major performance 

factor for network administrators as a growing number of non-traditional devices 

are deployed on the network such as phones, cameras, access control, and building 

environmental or security systems. QoS provides the ability to control access to available 

network resources, reserving bandwidth for specific traffic. A delay in the transmission 

to lower the current temperature of a room to a network-based HVAC system is not as 

critical as real-time video streams from a security camera or the voice traffic of an IP 

phone system. 

The network administrator can prioritize the traffic types by service (known as 

Differentiated Service (DiffServ)), each of which requires different levels of access 

to network resources. With significantly varied types of services being delivered on 

the network, it is no longer feasible to rely upon First-In-First-Out (FIFO) technology. 

In a network that supports IP based video security, every switch that transmits the 

video traffic should be capable of implementing QoS, not only to provide a guaranteed 

throughput for the video, but to allocate bandwidth for all other services on the network. 

Without QoS, network performance could suffer from the impact of constant streams 

of IP video degrading the overall network performance, while other services no longer 

receive their required minimum level of resources.

4.3 Introduction	to	Network	Video	Security



There are clear financial and management benefits in having a large storage farm used for many 

applications – parallels to the benefits of sharing the network between many applications. However this 

must be assessed against the over-riding criteria of a new security system – does it enhance your security? 

Security
An analog camera transmission is always unsecured. An IP camera attached to the network 

as an independent node transmitting network based video can be secured end-to-end. 

This is a prevailing network best practice for transmitting sensitive data using open source 

protocols. Many of the features that can enhance the security of a video security network 

are current best practices in the data network world. IT technologies have standards and 

practices that can be transparently applied to video transmitted from an IP camera that 

supports those protocols and applications.

Helping the world’s businesses keep their buildings, employees, and customers safe 

and secure is a fast-growing industry. The key security control systems in use today 

are intrusion detection, access control, and video surveillance. If each of these systems 

is managed separately, training, maintenance, and administration could become an 

expensive burden to a company.

Integrated IP network systems are quickly taking over this market because they reduce 

costs, simplify access and delivery, leverage existing infrastructure, and improve the overall 

security of physical and logical property. IP-based security enables businesses to broaden 

their security objectives by providing a single user interface into all physical structures.

Pelco’s IP-based security solutions support the ability to manage all facilities and remote 

sites from a single computer, anytime, anywhere. An IP-based control environment supports 

centralized administration which provides flexibility, programmability, and reduced 

complexity, which in itself, increases security overall.

The meaning of “state of the art” security is changing from a collection of separate processes 

and devices aimed at guarding facilities or intellectual property to becoming a convergent 

technology. The integration of security systems, building management systems, and IT 

systems, increase return on investment by providing a solution at the application level.
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NTSC/PAL
NTSC/PAL (National Television System Committee/Phase Alternating Line) are Standard 

Definition (SD) analog color television standards. For security cameras, NTSC is the color 

standard used when the power line frequency is 60Hz. The equivalent monochrome 

standard is EIA (Electronic Industries Association) but most security solutions use NTSC 

interchangeably for both color and monochrome. If the security system power line frequency 

is 50Hz, the color standard is PAL (Phase Alternating Line) and the monochrome standard is 

CCIR (Consulting Committee for International Radio) (like NTSC, PAL is often used to refer 

to both). This means that most of the western hemisphere uses NTSC for analog television 

and video security systems, while most of the eastern hemisphere including Europe uses PAL.

Standard Definition broadcast television uses these standards also but there are more 

transmission standards that the security industry does not use. Most security cameras 

have the ability to develop their own synchronization independent of the power line 

frequency. When set to internal synchronization, a PAL camera will produce an acceptable 

picture when powered at 60Hz. The same is true for NTSC cameras at 50Hz. Most analog 

monitors auto-sense the input and will display PAL or NTSC. Digital systems such as the 

Pelco Endura architecture auto-sense the format.

CIF
CIF (Common Intermediate Format) defines the picture size to be used in video teleconferencing. 

CIF resolution is defined at 352 pixels horizontal by 288 pixels vertical. 2CIF is 704x288 and 

4CIF is 704x576 and there is even QCIF at 176x144 and smaller. These formats are defined in the 

ITU-H.261 standard as being optimal for converting NTSC/PAL analog raster graphics to digital 

pixel graphics. Some security system video properties will display at a resolution identified as 

“4SIF”. Source Input Format (SIF) is essentially the same thing as CIF (352x240) but it came 

from the MPEG (Motion Picture Experts group) standard rather than the ITU (International 

Telecommunication Union) standard.
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Digital vs. Optical Zoom
Optical zoom refers to changing the focal length of a lens to produce varying fields of view 

from a camera. Digital zoom expands or reduces the size of pixels to produce the appearance of 

changing the field of view. The difference is resolution. With optical zoom the lens is projecting 

a different field of view on the imager but all the pixels on the imager are being used so as you 

zoom in on the image more pixels are being used to image smaller and smaller areas and achieve 

more detail. Digital zoom attempts to simulate optical zoom by increasing/decreasing the size of 

the pixels resulting in degrading image clarity.

Resolution
Resolution is a measurement of the camera’s ability to reproduce detail. The higher the resolution 

the camera can resolve, the better the picture quality.

NTSC (National Television System Committee) is the analog television system used in most of the Americas, 

Japan, South Korea, Taiwan, the Philippines, Burma, and some Pacific island nations and territories. NTSC is 

also the name of the U.S. standardization body that adopted the NTSC broadcast standard. 
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It is critical to understand the existing volume and flow of network traffic before introducing 

IP-based video packets into the network infrastructure. The typical IP network is used to send 

and receive data between clients. The types of data transmitted include documents, e-mail, 

web pages, and spreadsheets. The bandwidth utilization is sporadic with highs and lows 

throughout the day. Before introducing IP video on the system, the network engineer should 

monitor the network to establish a baseline of current network performance and utilization. 

Using the baseline as a point of reference, the impact that a given number of cameras with a 

specific frame rate will have on the network can be calculated.

Layer 2 switching can be used to control the flow of video packets from the camera to the 

recording or viewing stations and prevent saturating the network with video traffic. The IP 

camera has an integrated NIC (Network Interface Card) with a MAC (Media Access Control) 

address just like any other network device. Switches filter traffic from network devices to 

the final destination by MAC address. The filtering allows the video data to be sent to a 

single port without interfering with other network devices or overall network performance. 

The use of hubs in a video network would cause flooding to all ports on the hub, degrading 

performance in even the smallest implementations; therefore, hubs should never be used in  

a video network infrastructure. 

Switches that support multicasting allow multiple viewing stations to view a single stream 

of video data reducing the number of unicast data steams. Another reason for using switches 

is the ability to send and receive data at the same time using full-duplex. The switch’s full-

duplex operation supports sending control messages to the camera, such as zoom, while still 

receiving video frames. A hub could only send or receive (half-duplex) at one time so while 

the camera receives the control message to zoom, video images stop transmitting. This would 

result in lost video frames and/or a choppy video stream. 

Network performance may not degrade noticeably in a flat network, i.e. one without virtual 

local area networks (VLANs) when a small number of networked cameras are added 

to the existing environment. However, as more cameras are added the use of VLANs is 

recommended. VLAN traffic can be contained allowing for greater flow control, as well as 

adding an additional level of security. Installations with hundreds of cameras may require 

multiple VLANs with Layer 3 routing between the VLANs. Routing between VLANs can 

be accomplished using a Layer 3 switch or a “router-on-a-stick.” A Gigabit Layer 3 switch 

is preferred due to the lower cost per port savings when compared to a router. One of the 
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benefits of implementing VLANs is the creation of a virtually separate network where only 

video traffic is allowed. The separation of video traffic from all other IP packets on the data 

network means users should experience little or no change in network performance after the 

implementation of the video VLAN.

Available bandwidth is vital to any network. Small network installations may be able to 

add a few network cameras without requiring any changes to the current infrastructure. In 

most LAN and WAN installations, VLANs and routing are the ideal implementation model 

when a strong network foundation already exists. In an Enterprise installation, a separate 

autonomous network infrastructure where the video and data networks are completely 

separate might be the best decision. This model adds significantly to the implementation 

costs but guarantees the best possible performance of both networks, while adding an 

increased level of security.

Available bandwidth is vital to any network. Small network installations may be able to add a few network 

cameras without requiring any changes to the current infrastructure. In most LAN and WAN installations, 

VLANs and routing are the ideal implementation model when a strong network foundation already exists.

6.1Impact	on	Network	Performance



Cameras are edge devices that can be connected to the network in a number of different 

ways. As video security systems move toward the IT world, the camera connections have 

changed from coaxial using BNC connectors to UTP (Unshielded Twisted Pair) using RJ-45 

connectors. Cat-6 is the current recommended standard for IP-based networking, but Cat-5e 

can be used with most cameras. A PoE (Power over Ethernet) camera can receive enough 

power over an UTP cable to provide power to the camera but usually not enough to provide 

additional control such as PTZ. 

The use of IP cameras leverages the cabling of the existing network infrastructure reducing 

the security system implementation cost. The IP camera has great flexibility as a network 

client, especially a PoE IP camera, which not only allows quick and easy reconfiguring of 

network topologies as needed but can provide continuous video during power outages when 

backed up by a UPS (Un-interruptible Power Supply). IP networks are scaleable. IP cameras 

are smarter than analog cameras because they contain a built-in CPU. The advantage of over-

the-network software upgrades deployed from a centralized network administration site and 

end-to-end security are common in data networks but cutting edge in the video surveillance 

industry. The open standards based protocols used on IP networks is an additional value 

resulting in many industry standard tools such as FTP (File Transfer Protocol), SNMP  

(Simple Network Management Protocol), and e-mail based alerts.

Layer 1
At the physical layer the data cables types can be Cat5e, Cat6, and in 

some cases fiber. IP cameras include an RJ 45 connector to accept either Cat5e or Cat6.

Layer 2
IP cameras include a network card with a physical address (MAC) that can be used by the 

switch for filtering traffic. Switches should be used at the edge and the core of the network to 

control the flow of unicast traffic and provide redundant paths for traffic load balancing.

Layer 3
Video traffic, like any other network traffic, can be routed. The major concern when routing 

video traffic deals with the through-put capacity of the links the data must take to reach its 

final destination. If the video traffic is routed between VLANs, the preferred LAN speed is 

1 Gigabit per second (Gbps) and should be no less than 100 Megabits per second (Mbps). 

If the video traffic will be crossing WAN connections, the speed of those connections will 
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become the limiting factor of how much video can be transmitted. For example, if a camera 

is configured to send 30 images per second (IPS) at a high resolution, the resulting video 

stream transmission will be 2Mbps. In this case, the video packets could saturate a T1 

connection at 1.544Mbps causing a loss of video, as well as normal network data traffic. 

When sending video across a WAN connection, the IPS and the resolution may have to be 

reduced to accommodate the lower transmission rates.

VLANs should be used to establish broadcast domains, contain video traffic, and add 

additional security. RIP (Routing Information Protocol) or OSPF (Open Shortest Path First) 

can be used to route the traffic between the VLANs.

Wireless
Cameras, like any node, can be placed on a wireless network with the main difference being 

that most cameras cannot connect directly to the wireless network. In most cases, they must 

be connected directly to a WAP (Wireless Access Point) that provides the connection to other 

wireless devices or to another location in the network. The video signals are then sent across 

the wireless network like any other IP transmission.

Cameras are edge devices that can be connected to the network in a number of different ways.  

As video security systems move toward the IT world, the camera connections have changed  

from coaxial using BNC connectors to UTP (Unshielded Twisted Pair) using RJ-45 connectors. 
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Multicasting
Security cameras may be viewed by more than one person at a time. As each viewer requests 

the video stream, a new unicast connection is established. Each individual connection would 

have to be initiated, maintained, and terminated by the network. Increasing numbers of 

connections as the security system grew could eventually saturate the network. The more 

viewers, the greater the number of unicast connections. 

Using multicast protocols on your switch, such as IGMP (Internet Group Management 

Protocol), can reduce the amount of network traffic as multiple viewers need to view 

the output from one specific camera. Using IGMP, the camera, along with the requesting 

viewing stations, would become part of the same group. The camera would send a single 

video stream to the switch and the switch would send the signal to each of the viewing 

stations. As more viewing stations come on-line and request to view the same camera, the 

switch would send the video stream to each of the viewing stations.

Looking at Figure 1, if VS1 and VS2 request the video stream from the same camera without 

multicasting there would be two unicast streams of 2Mbps, duplicating the same data for a 

total of 4Mbps. If VS3 and VS4 made a request to view the same camera’s video, the amount 

of network traffic increases to 8Mbps. If the switch was configured with a multicast protocol, 

the camera would be sending one video stream of 2Mbps to the switch and the switch would 

send the single stream to each of the viewing stations. In this example, the only connection 

that really benefits from the multicasting is the connection between the camera and the 

switch, but consider the following example:

If multicasting is not enabled and all of the viewing 

stations need to view the video from each of the 

cameras, there would be 16 unicast video streams 

flowing through the switch (Figure 2). Each camera 

would be sending 8Mbps of data to the switch. Each 

viewing station would be receiving 8Mbps of data 

from the switch. This means the switch would be 

handling a total of 64Mbps of data; 32Mbps coming in 

from the cameras, 32Mbps being sent to the viewing 

stations. If multicasting were enabled, each camera 

would be sending 2Mbps to the switch and the switch 

would send the data to each of the requesting viewing 
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stations. Each viewing station would still receive 8Mbps but 

each camera is only sending 2Mbps. This reduces the amount 

of data coming into the switch from the cameras by 24Mbps. 

A total of four streams/8Mbps is still being sent to each of the 

viewing stations. This may not seem like a large savings but when 

you consider that a network may have tens, hundreds, or even 

thousands of nodes, saving bandwidth becomes an important 

part of the overall performance of the network.

IGMP
Internet Group Management Protocol (IGMP) allows hosts to 

send “Join” messages to the configured switch in order to receive 

multicasts. In the previous example, the viewing stations that 

want to view the video from CA4 would send a “Join” message to the switch. These viewing 

stations are now members of the multicast-group. As video is received, the switch will forward 

the video to all members of the multicast-group. If a member of the group disconnects from the 

camera, an “un-join” message is sent and the viewing station is removed from the multicast-

group. IGMP-Snooping enables the switch to listen to the IGMP conversations between the router 

and hosts within the multicast network. The switch creates a multicast list for the group and 

forwards all multicasts to the members on the multicast list.

Trunking
In most large networks, VLANs and 

trunking are the major components 

implemented to control traffic and the 

flow of data. Even when VLANs and 

trunking are not used in the network, 

only a single connection is configured 

between switches in the MDF (Main 

Distribution Facility) and/or IDFs 

(Intermediate Distribution Facility). 

These links between switches can 

become overloaded if not configured 

properly especially when video is added 

to the network. 

This is when the use of multicast protocols becomes very beneficial to the flow of video data. In the 

diagram above (Figure 3), SW3 and SW4 are connected to SW2. A single connection runs between 

SW1 and SW2 and could be configured as a trunk. The cameras are directly connected to SW2, as 

are all of the other switches. SW2 is handling the largest volume of IP traffic in the network.

In most large networks, VLANs and trunking are the major components implemented to control traffic  

and the flow of data. Even when VLANs and trunking are not used in the network, only a single connection  

is configured between switches in the MDF and/or IDFs .
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Using multicast protocols on your switch, such as IGMP (Internet Group Management Protocol),  

can reduce the amount of network traffic as multiple viewers need to view the output from one 

specific camera. 

The connection between SW1 and SW2 not only has to carry the video traffic but all of the 

server traffic as well. If multicasting is not enabled in this network the trunk link would have 

32Mbps of video traffic going to the viewing stations. With multicasting you can reduce the 

video traffic to 8Mbps allowing for other data to use the connection when needed. Remember, 

the video traffic is constant and predictable where the other data flow is not.

PIM-DM/PIM-SM 

Protocol-Independent Multicast (PIM) is a collection of multicast routing protocols that 

work independently of the primary routing protocol such as RIP or OSPF and is IGMP 

compatible. PIM creates a Multicast Routing Table (MRT) for routing to multicast groups. 

PIM creates a tree structure within the configured domain with branches to all of the 

connected networks. PIM-Dense Mode (PIM-DM) floods the multicast traffic throughout 

the domain and then prunes back the branches where there are no active members of the 

multicast group. PIM-Sparse Mode (PIM-SM) works by building the tree structure from 

a central point called the Rendezvous Point (RP). Other routers who have been properly 

configured will send PIM “Join” messages to join in the multicasting, or a “Prune” message 

when there are no remaining members of the multicast group in the supported subnet.

PoE
When a camera is capable of using PoE it will send a Maintenance Power Signature 

(MPS) signal to the PoE switch. In a case where the powered devices (PD) are requesting 

more power than the switch can provide (over-subscribe) you may need to re-configure 

the type of power prioritization to low, high, or critical, for the connected switch port.  

In some cases an External Power Supply (EPS) may need to be added.

Redundancy
Redundancy to ensure connectivity in the case of a failed link or device is always a 

high priority in a network’s infrastructure design. When considering a video security 

implementation into an IP network, the level of importance to view and record video 

even if some segment of your network is failing, must be determined.

Switch Redundancy
You may have to consider what action Spanning Tree Protocol (STP) would take in the 

case of a downed link in your switch fabric. Evaluate the path back to the root-bridge 

from the switches for each interface. Determine which ports are forwarding (root-port 

or designated port) and which ports are blocking (non-designated port). You may want 

to manually configure the port priority to insure that the ports respond a specific way 

during a failure, thereby ensuring the best possible connection. Consider using Rapid 

STP (RSTP) or Fast-Uplink STP when possible.
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Routing Redundancy
Redundant routers can be configured with VRRP (Virtual Router Redundancy Protocol) 

when two routers have physical connections to the same subnet. A virtual router is 

advertised to the network, acting as the default gateway for the subnet. The two routers 

will act as the virtual router with one of the routers, called the master router, taking on 

the routing function for the network. The other router will act as a backup router in case 

the master fails. Upon failure of the master, the backup router will automatically take on 

the role of the master and begin routing for the subnet. For HP switches consider using XL 

Router Redundancy Protocol (XRRP).

UDP
User Datagram Protocol is part of the TCP/IP suite. UDP is a low overhead 

connectionless protocol that does not check for errors. Unlike TCP, UDP does not use 

Acknowledgements (ACK), Sequencing, flow control, windowing or error-checking.

In the network, TCP would have to acknowledge every transmission and if errors were 

detected a retransmission would be started. In video security, a retransmission would be 

impossible. The event is in the past and if a retransmission was even possible the viewing 

station would become out of sync with the camera in a short period of time. Events that 

are occurring now might not be seen for several minutes. Since UDP uses a very small 

packet and does not do error-checking (error checking is performed at other layers) it is 

the preferred protocol for video security IP cameras.

MOSPF
Multicast Open Shortest Path First (MOSPF) is an extension to the OSPF routing 

protocol. MOSPF learns about multicast groups from the connected LANs and includes 

the multicast information in its Link State Advertisements (LSA) to form a group-

membership LSA. MOSPF builds a tree structure using a source and group pairing then 

computes a tree for the active sources that are sending data to the multicast groups. If a 

link changes, the tree must be recalculated and stored in the cache memory. The cache 

memory clears the tree after the configured time-out. MOSPF is backwards compatible 

with OSPF. When MOSPF determines that a branch of the tree no longer has members 

in the multicast group, the branch is pruned so no multicast data is sent to the branch. 

With some routers and Layer 3 switches MOSPF is an add-on protocol and may require 

additional licensing fees. Check with your provider for more information.

DVMRP
Distance Vector Multicast Routing Protocol (DVMRP) is an Interior Gateway Protocol 

(IGP) that is used for connectionless message multicasting to multicast groups. DVMRP 

is used within the Autonomous System (AS) and cannot be used between different ASs. 

DVMRP is only used for routing multicast datagrams so you must use a separate routing 

protocol for all unicast datagrams.
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Configuring Alarms
IP cameras can generate alarms in response to motion detection, closing or opening alarm 

contact switches, tampering, video loss, and other stimuli. Alarm response can be as simple 

as displaying a message to the operator that an alarm has been activated. Alarm response 

can also be very complex.

For example, an alarm event, triggered by motion detected by one IP camera, may switch 

video from several cameras to several locations and initiate recording. The result is 

large amounts of data being channeled over network infrastructure that may not have 

been designed to accommodate the volume. Network designers must be aware of alarm 

capabilities of the cameras being deployed on their network. In addition, since alarm 

response is programmed by the camera operators, the network designer must be in contact 

with alarm response planners to ensure sufficient network infrastructure is available to 

achieve the desired results.
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Camera Technology
An IP camera is a stand-alone device that is a camera and computer combined into one 

unit. Everything required for viewing images over the network is built into the unit. The 

IP camera has its own IP address and built-in software for a web server, FTP (File Transfer 

Protocol) server, FTP client, e-mail client, and alarm management. Other features may 

include communications for motion detection, and mechanisms for pan, tilt, and zoom 

control. Advances in technology make the IP camera unique. Like a conventional camera, 

a series of lenses capture and focus beams of light to create an image of a scene. Instead of 

focusing this light onto film, it filters the color and focuses the image onto an image sensor 

located just behind the camera’s lens. It then scans the image and generates a video signal. 

Once the image is captured, DSP (digital signal processor) technology manipulates the video 

data, enabling the processing of advanced algorithms such as motion detection, window 

blanking, and more. An encoder, commonly called a video server, converts the analog signal 

into a network-based format, where the image is compressed before being sent out over the 

network as live video streams. 

In addition to converting signals, the encoder is a key component that supports the 

migration of existing analog systems to a digital network without having to dispose  

of existing analog equipment.

Pelco’s digital camera systems include cutting edge features such as advanced optics, 

including Day/Night, LowLight, Wide Dynamic Range, and IR (Infrared) Trace Curve 

technologies. Other camera features manage the focus, exposure, white balance, and  

other characteristics of image quality.
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How a Lens Works
The camera lens is a remarkable invention that attempts to duplicate the operation of the 

human eye. Just like the eye, the lens sees an image, focuses on it, and transmits colors, 

sharpness, and brightness through the lens to the sensor. Like our memory, the image sensor 

records the image for processing. When light strikes the front surface of the lens and passes 

through the glass element, the light rays bend and change direction when they enter glass. 

By using various glass shapes, lenses are able to channel the light in a specific direction. 

The focus controls this direction so that the light rays converge on one point, exactly  

where the image sensor is located in the camera.

Lens Design
Camera lenses are made up of optical glass or 

plastic. The actual camera lens assembly on 

most cameras is made up of several individual 

lens elements that are specially grouped and 

combined into one unit. These individual lenses 

have varying amounts of curvature and thickness 

to cause light rays to disperse, converge, or focus. 

It’s the combination of composition, shape, and 

grouping of these lens elements that makes the most of the light bending properties in order 

to produce the desired image. The iris, also called an aperture, is a specialized part of the 

lens that controls the amount of light that is allowed to pass through the lens and onto the 

image sensor. The aperture works like the iris in the human eye, opening or closing to adjust 

to varying degrees of light.

Types of Lenses
There are three basic camera lens types; standard, wide angle, and telephoto. In order to 

understand their usefulness, it is beneficial to look at the different lens characteristics.

Fixed Lenses have a focal length that is fixed and does not adjust.

Vari-Focal, Auto-Iris Lenses can be adjusted manually for focal length (to obtain the 

best field of view) but also have a Direct-Drive Iris (driven from the camera itself) which 

automatically adjusts the exposure to match the lighting conditions.
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Zoom Lenses have a focal length that can be adjusted within a range, without affecting the 

focus. These lenses can either be manual or motorized, and can be controlled remotely. 

Megapixel Lenses Pelco’s 13M Series Megapixel Varifocal lenses are a new class of lenses 

specially designed to provide optimal results when used in cameras with Mega Pixel 

sensors. These lenses enable Mega Pixel cameras to realize the high resolutions  

that standard lenses cannot deliver.

Camera & Lens Compatibility
There are two main types of lenses used in video security cameras, C-Mount and CS-Mount. 

Although they look similar, what differs is the distance of the lenses to the image sensor 

when fitted on the camera.

CS-Mount - the distance between the sensor and the lens is 12.5 mm.

C-Mount - the distance between the sensor and the lens is 17.5 mm.

There are Two Basic Types  
of Zoom Lenses
A C-Mount lens can easily be converted to a 

CS-Mount lens by using a 5mm adapter ring. 

However, these lenses are not backwards 

compatible. If experiencing focus problems, 

you probably have the wrong type of lens 

combination. Image sensors must also be 

compatible in order to be functional. Image 

sensors come in various sizes, and lenses are manufactured to match these sizes. It is 

important that the lens be the same size or larger than the image sensor. A lens made for a 

1/2” format sensor will work with 1/2”, 1/3” and 1/4” sensors, but not with a 2/3” sensor. 

Using an incorrect combination will result in dark edges and lost information.

Iris
The camera’s iris is a mechanical device that adjusts to vary the amount of light passing 

through the lens of a camera. There are several types of iris and each should be carefully 

considered when purchasing an IP video system: A small iris diameter reduces the amount of 

light, giving a better depth of field (focus over a greater distance). A large iris diameter gives 

better images in low light.

Optical Zoom Lens - An optical zoom is a true zoom. Its focal length changes and the zoom 

mechanism itself extends and retracts so an image is magnified by the lens. An optical zoom 

produces the best quality images.
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Digital Zoom Lens - A digital zoom is not a true zoom. It is a simulated zoom that enlarges the central 

portion of an image in the camera. The actual length of the lens does not change. Digital zoom 

produce images with reduced visual quality.

The Influence of the F-stop
The F-stop measures the size of the lens iris and the 

amount of light that can pass through the lens. To 

produce the most favorable camera picture under a 

wide variety of light levels, the F-stop rating of the 

lens must be able to operate in low-light conditions. 

The lower the F-stop rating of the lens, the more 

light reaches the camera sensor during  

low-light situations.

To figure the F-stop rating for any lens, the f-number is the focal length divided by the 

aperture diameter of that lens:

The camera specifications will rate the F-stop of the lens. Most auto-iris lenses have an 

F-stop of 1.2 to 1.4 which is sufficient for most low-light applications. However, since 

digital video requires more signal strength to ensure good video images, the need to 

provide more light is critical.

When selecting lenses, ensure that the rating of the lens is equal to or less than the rating 

shown in the specification sheet. If not, video output strength from the camera will suffer, 

which could mean excessive image file sizes for both storage and transmission.

Understanding Focal Length
The non-technical definition of the 

focal length of a digital camera lens 

is the distance between the lens 

surface and the image sensor. A 

system with a shorter focal length 

has greater optical power than one 

with a long focal length. The larger the distance, the stronger the magnification factor of 

the lens. Focal length determines the angle of view for your camera. In other words, when 

a camera has a short focal length, it has a wider angle of view, when it has a longer focal 

length, the field of view is narrower.
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What is Field of View?
A camera’s field of view is determined 

by the focal length of the lens and the 

size of the image sensor capture area. A 

short focal length lens reduces the size 

of the image projected onto the sensor, 

resulting in more of the scene being 

captured in a given sensor area, thereby 

increasing the field of view. Increasing 

the image sensor area will also increase 

the field of view simply by allowing a 

larger area of the projected image to be captured.

Interlace or Progressive Scan: What’s the Difference?
There are two primary types of signals being used to deliver video: interlaced  

and progressive.

Interlacing is primarily an analog technique developed for CRT-based TV monitor displays. 

Interlaced signals are sent in two intervals where only the odd lines, then the even lines of 

each frame are drawn alternately. When this is done fast enough (60 frames or more per 

second), the video image looks smooth to the human eye. 

The downside of interlaced video is 

that images tend to flicker and fast 

motion may appear slightly blurred. 

In order to produce a more precise 

method of displaying images, 

progressive scan was developed. 

Progressive scan creates a picture 

signal with double the scan lines of 

a conventional interlaced picture to 

create a noticeably sharper image.

The progressive image offers higher 

picture resolution and eliminates virtually all motion artifacts. Even on large screens, the 

progressive scan lines are barely noticeable and picture flickering is greatly reduced. Less 

flicker means smaller files sizes.



Understanding Lighting Requirements of IP Cameras
Essential to designing a quality video security system is the choice and installation of 

cameras and the lenses. Since light is important to image quality, camera selection should 

typically be based on the amount of light required in order for the camera to produce a usable 

output signal. Why is this information important? It is important because all these factors 

contribute to the compression and bandwidth of a network video system.

When considering day/night 

cameras, pay close attention to 

the sensitivity specifications of 

the camera. Low-light or outdoor 

situations require more information 

in order to ensure quality video 

images. The camera specifications 

measure light sensitivity in the form 

of a light unit called a lux. Some 

specifications also list illumination 

in foot-candles. IP cameras use this 

lux rating to designate the minimum illumination that will allow the particular camera to 

distinguish an image. The lower the lux rating, the lower the amount of light required. Pelco’s 

Day/Night cameras have special filters that work to lower the lux rating when the light passes 

below a certain point. For cameras with a higher lux rating or in conditions of complete 

darkness, IR illuminators can be used for black & white images to light up the area enabling 

the camera to discern an image.

Back Light Compensation (BLC) is a camera feature that automatically adjusts the image to 

compensate for areas that are overpowered by brightness due to excessive light, such as when 

trying to focus on a license plate number with the headlights on. 

A more advanced level of that process is DSP (digital signal processing), which digitally 

alters the pixels involved. It picks and chooses certain smaller areas instead of adjusting the 

entire picture like BLC. DSP takes a digital signal and improves the signal with clearer sound, 

sharper images, or faster data.
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The Impact of AGC
The purpose of Automatic Gain Control (AGC) is to increase the sensitivity of the camera 

during low-light level applications by amplifying the signal. When it amplifies the signal, 

noise is generated by the circuitry within the camera, causing a grainy image which 

appears to move around the scene. Since the camera cannot distinguish between actual 

movement and AGC noise, the activity in the video image is mistakenly detected as motion 

and will trigger camera recording. This will begin the compression process, resulting in 

large amounts of transmitted data or wasted storage space. Camera performance can assist 

in low-light conditions. Lower F-stop ratings of an auto-iris lens allows more light to reach 

the image sensor during low-light conditions. With more available light, fewer problems 

are generated by noise and signal strength.

Signal-to-Noise Ratio (SNR)
Electronic noise is present, to some extent, in all video signals and electronic circuitry. 

Several sources are responsible for noise, including AGC amplification, poor circuit design, 

and heat. When reading the camera specifications, noise is listed as signal-to-noise ratio 

(SNR). SNR is measured in decibels (dB). The higher the dB rating, the better the camera’s 

noise characteristics and the less grainy the picture will be, especially at low-light levels. 

Lower dB numbers result in poorer noise generation. 

Cameras with a SNR greater than 50dB are highly recommended when used in a networking 

situation. Be careful when comparing specifications - a 3dB increase in the SNR doesn’t 

sound like much, but the amount of noise generated by the camera system can be reduced  

by as much as 50 percent - a huge difference on the network.

ESC
Electronic Shutter Control (ESC) is a camera feature that attempts to control the amount  

of light that reaches the image sensor.

When considering day/night cameras, pay close attention to the sensitivity specifications of the camera. 

Low-light or outdoor situations require more information in order to ensure quality video images.  

The camera specifications measure light sensitivity in the form of a light unit called a lux. 
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Image Sensors: CCD vs. CMOS
The image sensor is to digital cameras what film is to 

conventional cameras – it captures the image for processing. 

Instead of film, digital cameras use a solid-state device called 

an image sensor. On the surface of these tiny silicon chips are 

millions of photosensitive diodes, called photosites, each of 

which captures a single pixel in the image. 

CCD is a specialized type of integrated circuit that was developed specifically for cameras. 

Among the many benefits of this older and more mature technology is the higher light 

sensitivity in low-light situations, is that it produces better images, deeper contrasts,  

and truer color reproduction.

CMOS a standard technology for computer memory chips, has the advantages of being less 

expensive to manufacture in quantity, but has limitations on the quality of images in lower 

light situations.

Image sensors come in various sizes which is important for image quality. Larger image 

sensors generally have larger photosites that capture more light and less noise. The result 

is pictures that are clearer, brighter, and sharper. Initially, CCDs (Charge Couple Device) 

were the only image sensors in digital cameras. However, there is now a well-established 

alternative, the CMOS (Complementary Metal Oxide Semiconductor) image sensor.

Despite their differences, both types of sensors are capable of giving very good image quality. 

However, even with its shortcomings, it is likely that eventually CMOS imagers and cameras 

will one day replace CCDs.



Low-light or outdoor situations require more information in order to ensure quality video images. 

The camera specifications measure light sensitivity in the form of a light unit called a lux.  

Some specifications also list illumination in foot-candles. 

Resolution
Higher resolutions provide 

more clarity and better image 

quality. It defines the noticeable 

detail of an image, an important 

consideration in video security 

applications. A high resolution 

image would result in capturing 

the detail of a person’s face or 

a license plate number from a 

wide area. The wider the area 

you want to view, the more 

resolution you will need in order 

to see all the detail.

Many factors affect resolution, 

such as size of the image 

sensor, frame rate, the type 

of compression method used, 

signal noise, and the number of pixels.

CIF
CIF is used to standardize the horizontal and 

vertical resolutions in pixels of a video signal. 

Designed to help convert NTSC and PAL signals, 

it specifies a data rate of 30 ips with each image 

containing 288 lines and 352 pixels per line. 

The most commonly used resolution is 4CIF 

(704x576 for PAL, 704x480 NTSC).

Bandwidth
In computer networks, bandwidth is often 

used to describe the amount of data that 

can be carried from one point to another 

in a given time period (usually a second). 

Factors that affect bandwidth are:

•  Frame rate
•  Image resolution
•  Compression ratio
•  Noise
•  Density/complexity of the image scene
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1280x1024

0.5 SVGA
800x600

Sarix-based high-definition megapixel network camera systems capture astonishing detail, 
making these imaging systems ideal for a wide range of security applications.



Camera Control (PTZ)
IP cameras can be mounted with a fixed field of view or on motorized platforms that will 

accept commands for positioning the camera and controlling the lens’ zoom feature. These 

motorized platforms are typically called PTZ and the entire assembly, including the camera, 

is usually referred to as a PTZ camera. IP versions of PTZ cameras receive movement and 

positioning commands from the controlling device via the IP network infrastructure, 

typically via the same path over which video is being transmitted. Network designers need 

not be concerned about bandwidth consumption of PTZ telemetry.

While a typical IP video stream may consume many megabits-per-second, PTZ control 

streams rarely exceed 5Kbps (kilobits-per-second). The PTZ commands can be issued 

automatically by alarms, by scheduled events, or they can be issued by operators currently 

viewing the camera’s video. Commands issued by operators are in response to actions taken 

via the user interface which can include clicking on direction icons or “dragging” crosshairs 

across the video itself.

Camera Configuration of Image Rate
Most IP cameras support configuration of the image rate to optimize the data stream to suit 

the network infrastructure. Throttling back the image rate reduces the size of the data stream 

and conserves network bandwidth. IP cameras generate a maximum of 30 images per second 

but at the maximum setting the data stream and bandwidth occupancy will be very high. 

Reducing the image rate will have the effect of reducing network bandwidth consumption but 

it will also cause a time-lapse effect in the video resulting in choppy motion.

The choppy effect causes difficulties for operators attempting to move a PTZ camera to a 

precise location because visual feedback is not precise enough resulting in overshoots and 

undershoots. Camera technology makes some provisions for overcoming low image rates 

such as the use of preset positioning (camera positions are pre-programmed and selected 

when needed by the operator), but if given a choice, an operator will increase image rate 

to improve video quality. Network designers should understand that users will want to 

keep the image rate on PTZ cameras as high as possible and should make the necessary 

accommodations for bandwidth.

When deciding on which lens to use, keep in mind that optical zooms are far superior to 

digital zooms. The higher the optical zoom, the farther away from the subject you can be  

and still get a great, clear, quality shot.
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Enclosures
NEMA (National Electrical Manufacturer Association) ratings are standards that are useful 

in defining the types of environments in which an electrical enclosure can be used, its 

ability to withstand certain environmental conditions, outside mounted electrical boxes, 

wireless access points enclosures, and stringent testing requirements to verify protection 

from external ice, corrosive materials, oil immersion, dust, water, etc.

Enclosures are designed to protect the camera and lens from environmental conditions 

including hazardous atmospheres, weather, and vandalism. Pelco manufactures a variety 

of enclosures including indoor, outdoor, specialty, and high security models.

Indoor Enclosures
Pelco’s selection of indoor enclosures includes security-rated, in-ceiling, and corner mount 

models. Indoor enclosures are not environmentally sealed or capable of being electrically 

heated or cooled. If indoor conditions require the use of a sealed, heated/cooled unit, use 

an outdoor enclosure.

Outdoor Enclosures
Outdoor enclosures are designed to withstand wide ranges of temperature, humidity, 

precipitation, and sunlight. Factory- and field-installed accessories may include blower, 

heater, window defroster, sun shroud, thermal insulation, and 120 VAC electrical outlet.

Specialty Enclosures
Pelco takes great pride in offering the following special application enclosures: 

explosionproof enclosures required for potentially combustible atmospheres;rain- and 

dustproof enclosures that operate in dusty or high-particulate environments; and 

corrosionproof enclosures that are exposed to corrosive or oxidizing chemicals.

High Security Enclosures
High security enclosures are used where structural integrity and vandalism are a priority. 

These enclosures are perfect for public areas including detention and psychiatric facilities.

CCD is a specialized type of integrated circuit that was developed specifically for cameras. Among the many 

benefits of this older and more mature technology is the higher light sensitivity in low-light situations, is that it 

produces better images, deeper contrasts, and truer color reproduction expensive to manufacture in quantity.
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  Recording	Methods	
	 and	Storage	Options

Video takes up a staggering amount of space in its original form. Because of this challenge, 

video must be compressed to maximize recording, storage, and transmitting of digital 

images. Some methods of compression eliminate irrelevant portions of images, while others 

eliminate redundant parts.

Compressed simply means that the data is packed in a smaller space by a process of removing 

information viewed as irrelevant to the viewer. Some compression formats allow video to 

be compressed by as much as 100 to 1. But too much compression can be a bad thing – if you 

compress too much and throw away too much data, the changes become noticeable and the 

picture quality will suffer.

Lossy compression actually eliminates some of the data in the image and provides greater 

compression ratios than Lossless compression, which reduces the file size without losing any 

information. Although Lossless compression guarantees the highest quality image, it is not 

nearly as useful since the file sizes often end up the same size as before compression.

When considering which compression method to use, keep in mind that there is a trade off 

with these two techniques - file size vs. image quality.

Full Image vs. Conditional Analyzing Methods
The method of analyzing video can follow different paths:

Full image compression – this type of compression analyzes the entire image, compresses 

and stores it. This form of analyzing can, in most cases, provide only a limited amount of 

compression, resulting in larger image file sizes.

Conditional compression – the only images that are compressed are changes from image to 

image or to adjacent images.

Types of Conditional Compression
MPEG-1 has a resolution of 352 X 240 pixels at 30 images a second and incorporates 

progressive scanning. Compression ratios are 27:1.

MPEG-2 has a resolution of 720 X 480 pixels and incorporates both progressive and 

interlaced scanning. Compression ratios vary depending on the signal and types of frames. 

On average, this ratio can vary from 50:1 to 100:1.
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MPEG-4 is used for multimedia and web compression because it is designed for low bit-rate 

transmission. This method of compression offers a very efficient compression ratio that is 

scalable from 20:1 upwards to 300:1. MPEG-4 is a front-runner for manufacturers in today’s 

video security industry.

H.263 - although this standard is considered primarily as a legacy design, this standard is 

a low bit-rate format originally designed for video conferencing and not for video security, 

where image detail is critical.

H.264 - has been adopted by the Motion Picture Experts Group to be the new digital 

compression standard. H.264 is also known as MPEG-4 part 10. It has been developed for the 

evolving market of high definition video where there is a strong need to store and transmit 

high-definition more efficiently.

Types of Full Image Compression:
JPEG, a standard coding/compression process started by the Joint Photographic Experts 

Group, is a lousy compression method, meaning the decompressed image isn’t quite the same 

as the one you started with. 

The JPEG method is used in video security systems to compress and store individual 

frames of video. A modest compression of 20:1 can be achieved with only a small amount 

of image degrading.

Wavelet compression standard is a compression technique used to give high compression 

while maintaining optimal image quality.

JPEG, a standard coding/compression process started by the Joint Photographic Experts Group, is a lousy 

compression method, meaning the decompressed image isn’t quite the same as the one you started with. 

The JPEG method is used in video security systems to compress and store individual frames of video. 

14.1		 Recording	Methods	and	Storage	Options
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  Purchasing	an	IP	Camera

When designing a video security system, the answers to some very 
important questions should be considered:

Q:  How Much Light Is Available? 
A:  The amount of light determines how sensitive the camera needs to be. If you want to  

 monitor and record at night, you may want to select a low-light camera. The lux rating  

 tells you how well a camera sees in dim light.

Q:  Do You Want To Use The Camera Outside? 
A:  If the camera needs to be used in a wide variety of lighting conditions, choose an auto- 

 iris lens that adjusts to the light. 

Q:  How Large of An Area Do You Want To View With The Camera? 
A:  The distance to and the width of the area you want to view will determine the type of  

 lens you need. The higher the “mm” (focal length) the smaller the field of view and the  

 more magnification you get.

Q:	 What Type of Image Sensor To Use?
A:  If you’re looking for quality images in a variety of lighting conditions, the CCD will give  

 you a better image with deeper contrasts and truer color reproduction, especially in low- 

 light situations. However, CMOS imagers can provide a high-resolution video option.

Q:	 Do You Have A Large Area That Requires a PTZ (Pan, Tilt, and Zoom) Camera?
A:  You can select a camera with either digital PTZ or mechanical PTZ. 

Q:  What Frame Rate Is Required?
A:  A high frame rate is required if you want to record a fast moving object. If you are   

 using the camera for general surveillance of a scene, only 1 or 2 ips may be required.  

 Remember, the higher the frame rate, the more storage space will be required. 

Q:  How Much Image Clarity and Detail Do You Require?
A:  If you want to view a larger area, a camera with higher resolution is necessary. Higher  

 resolutions provide more clarity and better image quality. If you want to monitor a smaller  

 area and do not want to see a detailed view, a camera with lesser resolution might do.  

 Keep in mind that higher-resolution images also mean larger file sizes, which will take up  

 more storage space.
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Some Points To Consider When Investing In A Network Based  
Video Security System: 
Optics – Because Pelco understands what constitutes a true video security installation that 

delivers the results you demand, we have dedicated our research and development efforts to 

powerful optics technologies specifically designed with the demands of video security in mind. 

Spectra IV IP and the entire suite of Pelco network camera systems feature advanced optics, 

including Day/Night, LowLight, WideDynamic Range and IR Trace Curve technologies.  

By developing these technologies specifically to meet the demands associated with 

network-based security, our camera systems deliver the highest-quality video in the  

most-demanding lighting conditions. 

Imagers – Pelco offers tremendous choice when it comes to imager technology. 

Understanding that different lighting conditions and application demands require unique 

solutions, both CCD and CMOS imagers are deployed in our camera systems. For low-light 

applications, the sensitivity of CCD imagers provides the deepest contrasts and truest color 

reproduction, which are so critical in today’s video security applications. Meanwhile, CMOS 

imagers can provide a high-resolution video option. Combined with the widest array of lenses 

and optics technology, Pelco network-based cameras deliver unparalleled results. Once the 

image is captured, Pelco DSP technology manipulates the video data, enabling the processing 

of advanced algorithms, including EIS (Executive Information System), WDR (Wide Dynamic 

Range), Motion Detection, Window Blanking and more.

Network Video Recording and Management – You’ve captured the video. Now what? 

While many manufacturers focus solely on the camera, Pelco understands that security is 

much more than that. As such, we have developed powerful network video recording and 

management backbones to properly process, archive, record, access, and share the critical 

video you are capturing. Whether the enterprise-class Endura Video System, the Integral 

product line, Pelco Virtual Matrix Capabilities or our software-only solutions, Pelco  

addresses your security issues, end to end. 
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Because Pelco understands what constitutes a true video security installation that delivers the results 

you demand, we have dedicated our research and development efforts to powerful optics technologies 

specifically designed with the demands of video security in mind. 

Enclosures and Mounts – To ensure the reliability and long-term efficacy of your 

investment, Pelco makes available the largest array of cameras, enclosures, mounts and 

ancillary hardware components in the industry. Designed with specific environmental 

conditions and ease of installation in mind, the choices are endless.

Design Services – You’re never on your own when designing and implementing a video 

security solution. With Pelco’s A&E and Large System groups available around the clock to 

assist you with system design, specification, implementation and more, this is yet another 

service that sets Pelco apart from the rest of the industry.
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Since 1996, Pelco has provided security professionals with technical and product training. 

The Pelco Global Training Institute offers instructor–led courses at three training centers 

in North America, including Pelco’s headquarters in Clovis, CA, and seven training centers 

located internationally.

Because it is not always feasible for students to come to Pelco, Field Trainers offer on-site 

training at Pelco Rep offices and occasionally at customer sites. PGTI field trainers go 

wherever the training need may be!

The PGTI offers many self-paced e-Learning courses 

through the Pelco Learning Center. Students can learn on 

their own schedule, keep track of courses completed, and 

revisit technical courses as needed.

At the heart of the PGTI are our Instructors, Field Trainers, 

and Instructional Designers. Mechanical and Electrical 

Engineers, certified networking specialists, and industry consultants – these are just some 

of the diverse backgrounds that comprise the PGTI training team. 

To begin enrolling in classes today please contact us directly at either (800) 289-9100 or 

(559) 292-1981 You can also enroll by creating a new account in the Pelco Learning Center 

(PLC) at http://training.pelco.com.
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The recognized worldwide leader in video and security systems, Pelco boasts the 

most comprehensive array of products, services and expertise available in today’s 

marketplace. And now as a member of the Schneider Electric family, Pelco brings a 

network of assets backed by the strength of a Fortune 500 company to help you define 

and achieve your business objectives.
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